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ARTICLE INFO ABSTRACT

Keywords: Identifying influential nodes is an important research topic in complex network analysis, with significant
Complex networks implications for understanding and controlling propagation processes. While extant methods for assessing
Influential spreaders node influence rely heavily on network topology, often overlooking the dynamic interactions and propagation

Hierarchical structure patterns within networks. In this paper, we propose the Hierarchical Structure Influence (HSI) method. The

Ranking method HSI method evaluates the potential outbreak size of nodes by modeling their infection sequences and paths
according to a network’s hierarchical structure, and integrating propagation probabilities to estimate these
outbreak sizes accurately. It accounts for infections occurring across different node layers, intra-layer, and
heterogeneous infection routes of varying lengths. To validate its effectiveness, HSI is compared with seven
state-of-the-art methods across nine real-world networks. Experimental results reveal that HSI outperforms
other methods in terms of ranking accuracy, top-k nodes, and distinguishing ability. Furthermore, HSI
exhibits high consistency in evaluating node outbreak sizes when compared to SIR simulations. Our method
offers valuable insights that can be leveraged for network management and the development of intervention
strategies.

1. Introduction networks. K-shell centrality is also a global index that enables the quick

ranking of nodes in large-scale networks. However, its main drawback
Complex networks are widely used to depict relationships between is that it may assign the same K-shell value to many nodes, leading to
various entities, such as social networks [1,2], biological networks [3, monotonicity issues in ranking. To address this problem, several efforts

4], transportation networks [5,6], and power networks [7,8]. In these have been made to finely distinguish the spreading capability of influ-

networks, a small number of special nodes, namely influential nodes, ential nodes, such as extended neighborhood coreness (CNC+) [21],

significantly influence the structure and function of the network. Eval- K-shell iteration factor (KSIF) [22], and mixed degree decomposi-

uating and ranking nodes’ influence is a vital aspect of research in tion (MDD) [23]. Other approaches, like local structural centrality

spreading dynamics. This approach could locate influential nodes of (LSC) [24] and entropy-based ranking measure (ERM) [25], extend
complex networks, enhancing the understanding and controlling propa- the evaluation of a node’s influence beyond its immediate neighbors.

gation processes within the networks, including viral marketing [9,10], Furthermore, Li et al. [26] proposed a gravity model (GM) [26] that

EI.JIdeIn.lC Preventlon [11-13], rumor control [14], and information considers neighborhood information and path information to identify
dissemination [15]. . . .
. X influential nodes. Mou et al. [27] proposed a spindle vector based on
In recent years, extensive research has been conducted from various . . . s e
hierarchical structure to capture the relative order of nodes in diffusion

perspectives to identify influential nodes in complex networks. A con- . . .. . .
siderable number of methods are based on topological structures, such propagation, effectively approximating the spatiotemporal evolution
’ of diffusion dynamics on networks. Yang et al. [28] considered the

as degree centrality (DC) [16], neighbors’ degrees centrality (ND) [17],
& &y (DC) [16] & & ty (ND) [17] positional attributes of nodes and proposed an improved gravity model

betweenness centrality (BC) [18], closeness centrality (CC) [19], and K- )
shell centrality [20]. Degree centrality focuses only on the number of based on the K-shell algorithm (KSGC). Ullah et al. [29] approached
the identification of influential nodes from the perspective of local and

connecting nodes without considering the global structure. Between- ) - ) -
ness centrality and closeness centrality are global measures, but their global topological features and designed a new algorithm (LGC) using

high computational complexity limits their application in large-scale measurements such as degree centrality and shortest path.
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While these algorithms have yielded promising results in identify-
ing influential nodes, most algorithms only consider the topological
characteristics of nodes, which inadequately describe their involvement
in information and virus propagation dynamics. Recent research has
shown that the propagation influence of nodes is also affected by
the dynamics of the spreading process [30,31]. The ranking of node
influence will change with the variation of dynamic parameters, while
centrality algorithms based on topological structure maintain the same
ranking under different dynamic parameters [32]. Siki¢ et al. [30]
argued that in the susceptible-infected-recovered (SIR) model [33], the
influence of nodes largely depends on the spreading rate and recovering
rate. By incorporating the dynamic propagation characteristics of nodes
in a network, the performance and accuracy of identifying influential
nodes have been improved to some extent [34]. For example, Liu
et al. [30] combine spreading rate, recovery rate, and limited-time steps
to find influential nodes based on the susceptible-infected-recovered
(SIR) model. Chen et al. [35] introduced the concept of path diversity
and considered that the influence of nodes is related to the number of
information dissemination paths and path diversity. Xu et al. [36] pro-
posed an algorithm based on the local propagation probability model,
which measures the influence of nodes through the aggregated scores
of neighbor nodes within a three-level neighborhood. Lin et al. [32]
combine Markov chains with propagation processes and propose a
dynamic Markov process (DMP) method to estimate the outbreak size of
the initial spreader. Ai et al. [37] argue that the propagation ability of
source nodes is measured by the probability of uninfected nodes being
directly or indirectly infected by the source, and propose a centrality
method based on node spreading probability (SPC). However, this
method only considers the distance between nodes and source nodes, as
well as the propagation probability, without considering the diversity
of propagation paths.

To overcome the above limitations, this paper proposes the Hi-
erarchical Structure Influence (HSI) method, aimed at evaluating the
outbreak size and identifying influential nodes in the network. We
consider the propagation process as a hierarchical infection, where
low-order neighbors of source nodes infect higher-order neighbors
layer by layer. The propagation depth is influenced by the infection
of different-order neighbors, while the propagation width is affected
by the infection of neighboring nodes within the same layer. And
the propagation probability determines the final infection scale. Based
on the hierarchical structure, we consider the comprehensive impact
of nodes being infected by multiple paths with different lengths and
calculate the probability of nodes at different layers being infected by
source nodes separately. Then, a node’s influence is determined by
summing up the infected probabilities of all nodes in the network.

The rest of the paper is structured as follows: Section 2 introduces
the hierarchical structure and its relationship with propagation, and
describes the HSI method. Section 3 gives the datasets, comparative
algorithms, and evaluation metrics used in the experiments. Section 4
presents the experimental results and analysis. Finally, the conclusion
and some future recommendations of our study are shown in Section 5.

2. Methodology
2.1. Hierarchical structure and network spreading

The hierarchical structure of a root node delineates its immedi-
ate neighborhood and higher-order neighborhoods extending up to
the maximum distance. Given an undirected and unweighted network
G(V,E), where V represents the nodes in the network and E repre-
sents the edges. For any source node u in network G, traversing all
nodes in the network using breadth-first search (BFS) [38] generates a
hierarchical structure centered on node u. The hierarchical structure’s
first layer includes node u’s first-order neighbors, with subsequent
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Table 1
The hierarchical structure of nodes in the toy network.

Source node Layer 1 Layer 2 Layer 3 Layer 4 Node counts
0 1,24 3,56 7 3,31

1 0,23 4 56 7 3,1,2,1

2 0,1, 3,4 5,6 7 4,2, 1

3 1,24 0,5, 6 7 3,31

4 0,2 35,6 1,7 5,2

5 4,6 0,237 1 2,4,1

6 4,5,7 0,2, 3 1 3,31

7 6 4,5 0,23 1 1,231

layers containing higher-order neighbors. For a node u in graph G, the
hierarchical structure is defined as

POESUNRRNNSE m

where IL denotes the ith order neighbors of node u, i € [1,2,3,...,K].
Here, K < D represents the depth of the hierarchical structure, which is
constrained to be less than the maximum permissible number of orders,
i.e., the network diameter D.

Consider a toy network depicted in Fig. 1. The hierarchical structure
of node 2 reveals layer-wise node counts as {4,2,1}. Similarly, the
hierarchical structures for all nodes are detailed in Table 1. Node 4,
occupying a central position within the network, features two layers,
with the first layer containing the highest number of nodes. Conversely,
Node 7, located at the network’s periphery, spans four layers, with
the node count initially increasing and then decreasing across these
layers. The contrasting hierarchical structures of central and peripheral
nodes suggest that centrally located nodes are characterized by a
greater number of nodes within fewer, smaller layers. This hierarchical
distribution effectively encapsulates the positional information of nodes
within the network, thereby serving as a critical attribute for measuring
node importance.

The spread of infection from a single node is intricately associated
with its hierarchical structure. Using the SIR model for illustration,
consider an extreme case where both the infection and recovery rates
are set to 1. Under such conditions, the infection propagation mimics
a BFS process. At the time step ¢, the rth order neighbors become fully
infected, the (r — 1)-th order neighbors shift to the recovered state, and
nodes beyond the rth order remain susceptible. The propagation unfolds
layer by layer, akin to the ripple effect of water waves, a dynamic
effectively represented by the hierarchical structure.

When the infection rate falls below 1, the spread does not strictly
follow the hierarchical layers. However, the general direction of trans-
mission still progresses from lower order layers to higher order layers.
This pattern emerges because an infection in higher order neighbors
implies that the lower order neighbors must have served as a conduit
for the spread. The source node cannot directly infect nodes in the
higher-order layers that are not directly connected. In the shortest path
from the source node to any infected node, each layer traversed must
contain at least one infected node. Consequently, the hierarchical struc-
ture effectively illustrates the sequence and pathways through which
the infection spreads, providing a robust framework for modeling the
propagation dynamics.

2.2. Description of the proposed HSI method

Building on the hierarchical structure, we model the infection prop-
agation as proceeding the transmission from lower order layers to
higher order layers. To appropriately simplify the intricate propagation
process for estimating node influence, we consider two spreading sce-
narios for the first infection time of each node: direct infection from
nodes in the preceding layer and indirect infection via nodes within
the same layer. For simplicity, this assumption neglects the “backward”
infection from higher order neighbors to lower order neighbors. This
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Layer 0 (source node)
Layer 1

7 Layer 2

Layer 3

Fig. 1. The hierarchical structure of node 2 in the toy network. The dashed circles divide the nodes of each layer. The first layer consists of {0, 1, 3, 4}, the second layer consists

of {5, 6}, and the third layer consists of {7}.

premise allows us to calculate the infection probabilities for nodes
across each layer.

(1) Calculate the propagation influence between different layers.

In the hierarchical structure, the source node u can infect its first
order neighbors, each second order neighbor node will infect its third
order neighbor nodes, and so forth. Here, we only consider the scenario
where adjacent layers are infected by lower-order neighbors. For a node
v in layer i, it may have multiple neighboring nodes in layer (i — 1), all
of which may infect node v. The infection of node v by multiple nodes
is a nonlinear coupling process, and its probability is given by

Pl=1- ]

gelr()nli!

(I_Pq'qu)’ 2

where I'(v) denotes the set of neighbor nodes of node v, lff‘l) denotes
the (i — 1)-th order neighbors of node u, P, denotes the probability that
node g is in an infected state, P,, denotes the probability that node ¢
infects its neighbor node v.

If node v is in the first layer, then its only neighboring node in the
lower-order layer is node u, and the corresponding infection probability
isPl=1-(1-PP,)=P,.

(2) Calculate the propagation influence in same layer.

In addition to lower-order neighbors infecting higher-order neigh-
bors, there is also infection among nodes within the same layer. The
more neighbors a node has in the same layer, the higher the likelihood
of it being infected. If the node v in layer i is uninfected state and
is infected by multiple nodes in the same layer, the corresponding
infection probability is

P=1- ] (l—qu-PqU), ©)

gernli,

where Pql is the probability of node ¢ being infected by nodes in layer
(i — 1), i.e., the propagation influence between different layers.

(3) Calculate the multi-step mixed propagation influence.

The node v may be infected by lower-order neighboring nodes as
well as by nodes within the same layer. By considering these two
scenarios together, the total probability of node v being in an infected
state can be obtained as

P,=P,+(1-P}) P}, )

where PUl is the probability of infection from the lower-order layer, and
P2 is the probability of infection from the same layer.

In reality, infections by nodes within the same layer can be viewed
as indirect infections by lower-order neighbors through two steps. This
means that Eq. (4) calculates the probability of node v infected by
lower-order neighbors via multiple paths of one or two steps. The

infection path originating from the source node u may traverse 1 or
2 nodes per layer, resulting in 2" possible combinations for m layers.
The shortest path length is m steps, while the longest is 2m steps.
Therefore, for a node in layer m, it is as if the source node u infects it
through multiple paths spanning from m to 2m steps. Consider the toy
network shown in Fig. 1, where node 7 is in layer 3. Theoretically, the
propagation path from the source node 2 to node 7 should have 23 =
8 possible combinations. However, since node 7 has no neighboring
nodes in the same layer, there is no indirect infection in layer 3. This
results in 22 actual path combinations, yielding 6 distinct propagation
paths (one path of length 3, three paths of length 4, and two paths of
length 5), as shown in Fig. 2.

(4) Calculate the Hierarchical Structure Influence.

Based on Egs. (2) to (4), the probability of each node being in
an infected state can be calculated layer by layer. By summing the
probabilities of all nodes being in an infected state, the Hierarchical
Structure Influence (HSI) of the source node u can be determined:

HSIw= Y P, 5)

vevy

2.3. Computational complexity of HSI

The Hierarchical Structure Influence (HSI) method involves con-
structing a hierarchical structure using a Breadth-First Search (BFS)
process, which has a time complexity of O(N + M), where N = |V|
corresponds to the number of nodes, and M = |E| denotes the number
of edges in the network. When calculating the propagation influence
between different layers P!, we need to compute it for each node,
where each node has an average of d neighbors. This results in a com-
plexity of O(N xd) for traversing each node and its neighbors. Similarly,
for calculating the propagation influence in same layer P2, we also
traverse each node and its neighbors, resulting in a time complexity
of O(N x d). When updating P, for each node, the time complexity is
O(N). Finally, computing the HSI of the source node requires summing
the values for all nodes, which also has a time complexity of O(N).
Combining these analyses, the total time complexity of the HSI method
is O(N + M) + 2 X O(N x d) + 2 x O(N). Since for most graphs, the
total number of edges M is approximately equal to the product of the
number of nodes N and the average degree d (M ~ N X d), the overall
time complexity simplifies to O(N + M).

Notably, the computational complexity of HSI is significantly lower
than that of prevalent global centrality metrics, such as betweenness
centrality and closeness centrality, which manifest complexities of
O(M N?) and O(M N?), respectively.
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Fig. 2. The multi-step mixed infection paths of toy network.

Table 2

Statistical attributes of the real-world networks.(k), K., (Q), (P), (C) and (L) denote
the average degree, maximum degree, modularity, density, clustering coefficient and
average shortest path length of the network, respectively. p, represents the epidemic
threshold and is defined as g, = where (k?) denotes the second-order degree

of the network.

(k)
(k)=

Network  |V] |E] k) Knax  (O) Py () L)y &

NS 1,461 2,742 3.8 34 0959 0.003 0.694 - 0.168
GrQC 5242 14,484 55 81  0.863 0.001 0530 - 0.063
Figeys 2,239 6432 57 314 0463 0.003 0.040 - 0.018
Facebook 4,039  8,8234 43.7 1045 0.835 0.011 0.606 3.69 0.009
Hamster ~ 2,426 16,631 13.7 273 0.563 0.006 0.538 - 0.024

LastFM 7,624 27,806 7.3 216 0.8130 0.001 0.219 5.23 0.041
PowerGrid 4,941 6,594 2.7 19 0.935 0.001 0.080 18.99 0.348
Vidal 3,023 6,149 41 129 0.644 0.001 0.064 - 0.069
Sex 1,6730 3,9044 4.7 305 0.487 0.001 0.007 4.20 0.032

Note:An empty (L) indicates that the network is a non-connected graph.

3. Experiments
3.1. Data description

To rigorously assess the efficacy of the proposed algorithm, this
study encompasses 9 real-world networks spanning domains such as
social, scientific collaboration, proteomics, and power distribution sys-
tems. The networks are briefly introduced as follows: (1) NS [39]:
A collaboration network among scientists researching network theory
and experimentation. (2) GrQC [40]: A research collaboration net-
work among authors in General Relativity and Quantum Cosmology.
(3) Figeys [41]: A human protein interaction network derived from
the first large-scale study on protein—protein interactions in human
cells, utilizing mass spectrometry. (4) Facebook [42]: An ego-network
on Facebook, featuring users and their friends. (5) Hamster [43]: A
network from hamsterster.com, capturing friendships and family rela-
tionships among its users. (6) LastFM [44]: A social network of LastFM
users in Asia. (7) PowerGrid [45]: A network detailing the electricity
distribution system in the western United States. (8) Vidal [46]: A
network mapping binary protein—protein interactions in the human
proteome. (9) Sex [47]: A bipartite web community centered on sex-
ual activity. All networks are undirected and unweighted, with their
statistical properties summarized in Table 2.

3.2. Algorithms for comparison

To illustrate the performance of our proposed method (HSI), we
used ND [17], GM [26], ERM [25], KSIF [22], KSGC [28], LGC [29],

SPC [37] and DMP [32] as the comparison algorithms. They are briefly
described as follows.

Neighbors’ degrees centrality (ND) [17]: An approach considers the
degree of a vertex’s neighbors.

Gravity model(GM) [26]: A gravity model considering neighborhood
information and path information. GM deems the more influential node
with more immediate nodes and shorter average distances.

Entropy-based ranking measure (ERM) [25]: A method to measure the
spreading capability of nodes based on node entropy centrality, as well
as the entropy centrality of their neighbors and second-order neighbors.

K-shell iteration factor (KSIF) [22]: KSIF utilizes iterative information
based on k-shell decomposition to differentiate the influence of nodes
with the same k-shell index.

Improved Gravity Centrality based on the K-Shell algorithm (KSGC) [28]:
An improved gravity model algorithm considers the position informa-
tion of nodes to measure the interactions between them.

Local-and-Global-Centrality (LGC) [29]: A method for identifying
influential nodes based on degree centrality and shortest distance,
considering both local and global topological characteristics.

A centrality method based on node spreading probability (SPC) [37]:
SPC measures the infectivity of source nodes based on the probability
of uninfected nodes being directly or indirectly infected by the source
nodes.

Dynamic Markov process method (DMP) [32]: A dynamic Markov pro-
cess (DMP) method by integrating the Markov chain and the spreading
process to evaluate the outbreak size of the initial spreader.

3.3. The spreading model

We employ the SIR model to delineate the influence of each node
[48]. The SIR model categorizes nodes into three states: susceptible,
infected, and recovered. At each step, nodes in the susceptible state may
transition to the infected state. Infected nodes attempt to infect sus-
ceptible neighbors with a probability g. Subsequently, infected nodes
may recover and transition to the recovered state with a probability
v, after which they are considered immune to reinfection. The process
concludes either upon reaching the maximum time step or when no
infected nodes remain in the network. To estimate the influence of an
individual node, we iteratively initialize each node as infectious while
the remaining nodes are susceptible, and the epidemic propagation size
is adopted as the node’s spreading influence.

In this experiment, the g/, ratio is considered to range from 0.2 to
1.8, with nodes recovering in the subsequent time step post-infection,
i.e,, y = 1. Given the stochastic nature of simulation outcomes, the
node’s spreading influence is determined by averaging 1000 simulation
iterations.
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Fig. 3. The Kendall’s 7 coefficient between different ranking methods and SIR with different infection probabilities.

3.4. Evaluation metrics

3.4.1. Kendall correlation coefficient

The Kendall’s 7 coefficient [49] quantifies the congruence between
two ranking sequences of identical length, serving as a prevalent met-
ric for assessing the precision of influential spreader identification
algorithms. Assuming there are two ranked sequences A and B, each
containing n elements. (4;, B;) denotes the ith element-pair of A and B.
For any element-pair (4;, B;) and (4;, B)), if (A;—A;)(B;—B)) >0, they
are regarded as a concordant pair. On the contrary, they are regarded
as a discordant pair. Then the Kendall’s = coefficient is defined as

B 2 (nc - nd)
T oan-=1)
where n, and n; denote the number of concordant pairs and discor-
dant pairs, and »n denotes the total number of elements of the ranked
sequence. The range of Kendall’s 7 lies between [0,1], and a larger =

corresponds to better performance.

. ©

3.4.2. Ranking monotonicity

Ranking monotonicity [21] is employed to assess the discriminatory
capacity of various methods regarding node influence, calculated as
follows,

2
-1
M(R)=<l— Zrer (1 ))
nn-—1)
where R denotes the ranking list of network nodes, n denotes the

number of nodes, and n, denotes the number of nodes with the same
rank r. The range of M(R) lies between [0, 1], with values closer to 1

7

indicating better discrimination. A value of 0 means that all nodes have
been assigned the same rank, and the ranking list R is invalid.

To illustrate the distribution of ranking values, we also employ the
complementary cumulative distribution function (CCDF) to compare
the discriminative power of different methods.

CCDF(Z) = Prob(Z > z) = 1 — CDF(Z), ®

where CDF(Z) represents the cumulative distribution function, indicat-
ing the probability that a node’s rank is equal to or less than a specific
value z, i.e., CDF(Z) = Prob(Z < z). In general, if the CCDF of a ranking
method rapidly drops to zero in a small ranking range, then the method
suffers from a serious monotonicity problem.

3.4.3. Jaccard similarity coefficient

The Jaccard similarity coefficient is employed to evaluate the sim-
ilarity of the top-k most influential nodes in two ranking lists. Given
two ranked sequences A and B, Jaccard similarity is defined as

| Ay N By

Jaccard @k(A, B) = —|A B l,
kY Bk

©)
where A, and B, represent the sets containing the top-k nodes from
lists A and B, respectively. The Jaccard similarity ranges from [0,1],
with values closer to 1 indicating a higher degree of overlap between
two lists.

4. Results

4.1. Nodal spreading influence ranking

To validate the enhanced accuracy of the HSI method, a compar-
ative analysis of ranking accuracy on 9 real networks was conducted
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Fig. 4. The correlation between the results simulated by SIR and the results measured by different ranking methods on NS. The spreading rate is set as § = §,.
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Table 3

The mean Kendall’s z coefficient of different ranking methods under varying infection probabilities.

Network HSI ND GM ERM KSIF KSGC LGC SPC Improvement (%)
NS 0.9225 0.8346 0.8456 0.8310 0.8188 0.8510 0.8115 0.8742 5.5
GrQC 0.8888 0.7845 0.7621 0.7978 0.7835 0.7998 0.7418 0.8182 8.6
Figeys 0.8504 0.7201 0.7651 0.7747 0.7037 0.7996 0.7445 0.8347 1.9
Facebook 0.8644 0.7978 0.7886 0.8188 0.8018 0.7656 0.7602 0.7740 5.6
Hamster 0.9160 0.8717 0.8394 0.8804 0.8634 0.8444 0.8163 0.8518 4.0
LastFM 0.8764 0.7669 0.7330 0.7981 0.7678 0.7881 0.7062 0.7877 9.8
PowerGrid 0.8628 0.6381 0.6405 0.6927 0.6508 0.6696 0.5780 0.6975 23.7
Vidal 0.9030 0.7983 0.7751 0.8428 0.7938 0.8245 0.7490 0.8640 4.5
Sex 0.8717 0.7917 0.7460 0.8243 0.7737 0.8075 0.7281 0.8385 4.0
u(r) 0.8840 0.7782 0.7662 0.8067 0.7730 0.7944 0.7373 0.8156 8.4

Note: Improvement=

TH =Ty

, where 7,; denotes the Kendall’s = coefficient of the HSI method, and 7, represents the maximum

0
Kendall’s 7 coefficient in the baseline method. u(r) represents the mean Kendall’s = coefficient of a method on all networks.

using Kendall’s 7 coefficient. As depicted in Fig. 3, HSI consistently
outperforms baseline methods in most cases with the infection rate /g,
varies from 0.2 to 1.8. Specifically, HSI has the highest Kendall’s ¢
coefficient for all infect probabilities on NS, GrQC, Figeys, Hamster,
LastFM, PowerGrid and Vidal networks. And HSI achieves the best
performance on Facebook when £/, < 0.8 and Sex when /. < 1.6.
The 7 value of HSI on all network mostly stays above 0.85, indicating
a high concordance between HSI’s rankings and the ones generated
by the simulation result. On Facebook, when g/p. exceeds 0.8, the
performance of HSI is weaker than the baseline method. This is because
the nodes in the Facebook network are densely connected, and ‘“back-
ward” infections have a more pronounced impact at higher infection
probabilities. The baseline method shows significant differences across
different networks, while HSI exhibits relative stability, demonstrating
better performance under varying infection probabilities.

Table 3 presents the mean Kendall’s = coefficient of different rank-
ing methods under varying infection probabilities. It can be found that
HSI exhibits the best performance, showing improvements from 1.9%
to 23.7% over the baseline methods, with an average improvement of
8.4%. This indicates that HSI can identify and rank influential nodes
more accurately. The improvement of PowerGrid is the largest, the
highest mean Kendall’s z coefficient of the baseline method is 0.6975,
and the HSI can reach 0.8682. This is due to the sparse nature of
the PowerGrid network, where HSI is more effective in identifying the
nodes’ influence compared to other methods.

Taking the NS network as an example, we compared the correlation
between SIR-simulated results and the indices measured by various

ranking methods, as shown in Fig. 4. One can see that there exists a
strong correlation between the outcomes of the HSI method and the
real node influential capability simulated by SIR. The data points align
almost linearly, demonstrating a favorable monotonicity. In contrast,
the distribution of data points for other methods is more scattered.
And it is worth noting that a group of nodes with significantly higher
ND values also exhibit much higher ERM and KSIF values compared
to other nodes (as shown in Fig. 4(b), (d), (e)), although their actual
influence is not the greatest. The HSI method accurately evaluates the
influence of this group of nodes. We also check the performance of the
HSI method and other methods by Pearson correlation coefficient r, as
shown in Table 4. It can be observed that HSI has the highest r, all
exceeding 0.95, with an average improvement of 8.5%, indicating a
strong linear correlation between HSI and SIR.

4.2. Evaluating the spreading influence of node

Beyond ranking nodes’ spreading capabilities, the HSI method skill-
fully evaluates the spreading influence of node, i.e., the outbreak size.
In contrast to other methods that only compare the relative magnitude
of spreading capabilities, HSI can provide the outbreak size of a node.
There is a strong linear relationship between the HSI value of nodes
and the results of SIR simulations, as shown in Figs. 5-(a), (e), and (i).
As the infection probability increases, the outbreak size of node also
expands. And HSI can represent how the outbreak size of node varies
with changes in infection probability.
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Table 4

The Pearson correlation coefficient r between different methods and SIR.
Network HSI ND GM ERM KSIF KSGC LGC SPC Improvement (%)
NS 0.9868 0.8207 0.8047 0.6712 0.6652 0.7736 0.7248 0.8851 11.5
GrQC 0.9619 0.9161 0.9086 0.9088 0.8993 0.8671 0.8681 0.8578 5.0
Figeys 0.9932 0.6812 0.9084 0.9421 0.6406 0.8258 0.9128 0.9761 1.7
Facebook 0.9662 0.9510 0.7813 0.9538 0.9428 0.6671 0.7712 0.8220 1.3
Hamster 0.9895 0.9721 0.8856 0.9686 0.9656 0.7351 0.9171 0.9573 1.8
LastFM 0.9730 0.9366 0.8210 0.9379 0.9261 0.7324 0.8321 0.8811 3.7
PowerGrid 0.9578 0.7872 0.7368 0.7376 0.7490 0.7403 0.6754 0.7983 20.0
Vidal 0.9899 0.9250 0.8476 0.9593 0.9058 0.7677 0.8647 0.9691 2.1
Sex 0.9849 0.9294 0.8671 0.9622 0.9071 0.7757 0.8869 0.9698 1.6
u(r) 0.9781 0.8799 0.8401 0.8935 0.8446 0.7650 0.8281 0.9019 8.5

Note: Improvement =

r,

ry=ry

, where r, denotes the Pearson correlation coefficient of the HSI method, and r, represents the

)
maximum Pearson correlation coefficient in the baseline method. u(r) represents the mean Pearson correlation coefficient r
of a method on all networks.

SIR

— N W R L 0O

Fig. 5. The performance of the HSI method for evaluating the outbreak of different initial nodes on NS, Figeys and Powergrid. The symmetric bars indicate the fluctuations around

the average value computed on 10° simulations of the SIR.

We selected 3 nodes with distinct infective capacities from each
of the three networks: NS, Figeys, and Powergrid, totaling 9 nodes.
The outbreak size obtained from HSI, DMP and SIR simulations under
various infection rates f for these nodes is illustrated in Fig. 5. The
results indicate that HSI could evaluate the outbreak size more accurate
than DMP. One could also observe that as the infection probability
increases, the outbreak size of node does not increase linearly. And
HSI has the ability to capture this trend. Since HSI method does not
rely on extensive simulations, the predictions are free from randomness
interference and are more time-efficient.

We further analyzed the correlations for the PowerGrid, Figeys, and
NS networks with /g, ranging from 0.2 to 1.0, and calculated the
errors and determination coefficients between HSI and SIR simulation
results, as shown in Fig. 6. The results demonstrate a very strong
correlation between HSI and SIR. For the same network, as the infec-
tion probability increases, both root mean square error (RMSE) and
mean absolute error (MAE) continuously increase. However, even when
p/B. = 1.0, the errors are still relatively small, with a determination

coefficient R? greater than 0.94. In the NS network, when $/f, ranges
from 0.4 to 0.8, HSI tends to underestimate the infection capability of a
few high-infection-capability nodes, but the estimates for the majority

of nodes remain accurate.
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4.3. Top influential spreaders identification

In most scenarios, it is more important to identify the most in-
fluential nodes instead of focusing on the correctness of all nodes’
ranks. Therefore, we evaluated the performance of different methods in
identifying the top-k% influential spreaders using the Jaccard similarity
coefficient. As shown in Fig. 7, the HSI method achieved the best
performance on all networks. Its superiority was especially evident in
sparse networks with lower average degrees, such as PowerGrid and
NS. Other methods showed reasonable performance in networks with
higher average degrees like Facebook and Hamster, yet they remained
inferior to HSI. This suggests that their effectiveness in identifying
influential nodes is significantly affected by the network’s density.
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Fig. 6. The correlations between HSI and SIR simulation results on PowerGrid, Figeys, and NS networks. The red solid lines represent the linear fitting results. The Pearson
correlation coefficient (r), coefficient of determination (R?), root mean squared error (RM SE), and mean absolute error (M AE) between the HSI and SIR simulation results are

indicated in the upper left corner.

Table 5
The monotonicity results of different ranking methods.

Network ND GM ERM KSIF KSGC LGC SPC HSI

NS 0.8966 0.9166 0.9095 0.9163 0.9171 0.9172 0.9094 0.9176
GrQC 0.9649 0.9871 0.9821 0.9854 0.9872 0.9872 0.9858 0.9873
Figeys 0.9887 0.9938 0.9939 0.9934 0.9929 0.9946 0.9938 0.9940

Facebook  0.9995 0.9999 0.9999 0.9999 0.9999 0.9999 0.9972 0.9999
Hamster 0.9823 0.9857 0.9849 0.9856 0.9853 0.9857 0.9854 0.9860
LastFM 0.9887 0.9999 0.9999 0.9984 0.9998 0.9999 0.9998 0.9999
PowerGrid 0.8866 0.9999 0.9999 0.9805 0.9999 0.9999 0.9945 0.9999

Vidal 0.9713 0.9923 0.9799 0.9882 0.9923 0.9923 0.9922 0.9923
Sex 0.9938 0.9999 0.9999 0.9995 0.9999 0.9999 0.9999 0.9999
u(M) 0.9636 0.9861 0.9833 0.9830 0.9860 0.9863 0.9842 0.9863

Note: u(M) represents the mean monotonicity of a method on all networks.

The experimental results confirm that the HSI method can effectively
identify high-influence nodes in networks, and it exhibits more stable
performance.

4.4. Monotonicity analysis

Good monotonicity implies that a ranking method can differentiate
the influence of all nodes and assign them distinct values as much as
possible. We compared the monotonicity results of different methods
across various networks, as shown in Table 5. HSI consistently exhibits
the best monotonicity on 8 of 9 networks in the experiments, indicating
that our method can finely distinguish the influence of nodes. To
visually demonstrate and compare the ranking value distributions of
different methods, we select the PowerGrid network with the smallest
average degree and the Facebook network with the largest average
degree in the experiments, as representatives. As shown in Fig. 8,
it can be observed that HSI performs the best on both networks,
with the CCDF curve declining most slowly. Additionally, the rate

of decline in the CCDF for ND and KSIF shows notable differences
between the PowerGrid and Facebook networks. This indicates that
the network density has a significant impact on the monotonicity
of the methods. However, HSI is almost unaffected by network den-
sity. The above experiments demonstrate that HSI exhibits excellent
monotonicity, effectively distinguishing the influence of nodes.

5. Conclusion and discussion

In this study, we introduce the Hierarchical Structure Influence
(HSI) method, an innovative approach leveraging the hierarchical
structure of nodes within networks to effectively identify influential
nodes. Diverging from methods that depend exclusively on network
topology, HSI factors in the nodes’ positions, propagation paths, and
propagation probabilities, providing a more nuanced and accurate
evaluation of nodal influence. Extensive experiments on nine real-
world networks demonstrate that HSI outperforms other state-of-the-art
methods. Compared to the best baseline method, HSI achieved an
average improvement of 8.4% in Kendall’s = coefficient and an aver-
age improvement of 8.5% in Pearson correlation coefficient. HSI not
only ranks and evaluates nodal influence with high accuracy but also
performs well in identifying top-k% influential nodes and maintaining
ranking monotonicity. In addition, it is expected that by incorporat-
ing the omitted terms for “backward” infection, further performance
improvements can be obtained.

The practical implications of our method are manifold. By providing
a reliable tool for identifying key spreaders, the HSI method can help
optimize resource allocation for information dissemination campaigns
or epidemic containment efforts. Moreover, its efficacy across various
types of networks makes it a versatile tool for a wide range of appli-
cations, from social media analytics to public health planning. Future
research can extend this framework to dynamic networks and integrate
it with other analytical frameworks, aiming to boost its predictive
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capabilities and applicability across a broader range of networked
systems.
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